g TrusCont
T gm Trasted Content Delivery

DUYD - R Protection Toolhsit Yencoon 1.5 /

TrusCont' "

DVD-R Protection Toolkit

Version 1.3

User's Manual

May 2008

© 2006-2008 TrusCont Ltd.



TrusCont DVD-R Protection Toolkit V1.3 — User’s Mah

Table of Contents

1. INTRODUCTION
1.1 KEY FEATURES
1.2 TERMS AND DEFINITIONS
2. INSTALLING TRUSCONT DVD-R PROTECTION TOOLKIT
2.1 SYSTEM REQUIREMENTS
2.2 STARTING THE INSTALLATION
2.3 STARTING TRUSCONT DVD-R PROTECTION TOOLKIT

3. USING TRUSCONT DVD-R PROTECTION TOOLKIT

3.1

3.2
3.2.1
3.2.2
3.2.3

OVERVIEW

CREATING A NEW PROJECT
Preparing Your Content
Starting a New Project

Editing a Project

3.23.1 Adding Files and Folders

3.2.3.2 Removing Files and Folders

3.2.33 Marking Files for Protection

3.2.34 Protecting Digitally Signed Program Files

3.2.35
3.2.3.6
3.23.7

3.2.3.8 Clearing a Project

3.24
3.2.5
3.2.6

33

3.4
3.4.1
3.4.2
3.4.3
3.4.4

3.5

Naming a Project

Saving & Duplicating Your Project

Exporting Your Project to a Protected Disc Image
MODIFYING SAVED PROJECTS
OPENING EXISTING PROJECTS FOR DUPLICATION

Selecting the Target DVD Recorder

Setting Write Speed

Recording Multiple Discs

Starting the Duplication

USING THE TOOLKIT'S PROJECT FILE ASSOCIATION

4, TROUBLESHOOTING & KNOWN ISSUES

APPENDIX A — HIGH VOLUME PRODUCTIONS USING RIMAGE

Customizing Copy Protection Options for Individual Program Files
Customizing Copy Protection Options for Individual PDF Files

Customizing Copy Protection Options for Multiple Files

O 0 N N O o o

10
10
13
14
15
15
16
18
18
18
19
19
20
20
23

24

29



TrusCont DVD-R Protection Toolkit V1.3 — User’s Mah

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:

Figure 20

Table of Figures

SIECE TASK PAGE. ... s 7
EQIt PrOJECT PAQE........oo oot 8
A FOIAEI DIBIQQ.........coooceooereeeeseeseeseessses s sssses s 9
A FES DIBIOG. ..o 9
Copy Protection Options for IndividuabBram Files............conencerne 12
Copy Protection Options for Individual PDOCUMENtS.........ccccooocoriersceeseese 14
Setting Protection Options for MUIIPIBES..................coooeeooeceeeeeeee 14
Volume INFOrMAatioN PAGE...........oeceeeseesseees s 15
Saving and Duplicating NeW PrOJECLS............ceeesseessices s 16
SAVE PrOJECT PAQE........ooocooeeeeeseessseesseesssss s sssses s ssssssssses s 17
SAVE AS DIAIOG ... 17
SEIECE TAINGEE PAGE.......ooo oo 20
CONFIMMALION PAGE.......ooooeeeeees s 21
DVD-R RECOIAING PIOCESS.......oocccoooeoseoseesseessseessssessssessssssssesssssessssesssssssssssossssesssssese 22
The PaSSWOId DILAG...........oo.cooeoeeorseoeseeeseesseessesssseessssessssssssssesssssssssssssssssssssssssssssooe 22
Previously Protected Files INAICAQN............ecceeseseesecesseees e 24
Unsupported FileS INAICALION...........ococeeeeceeesiesseessesss s 25
Unsupported FileS NOtfICALION............oooeoreeescesseeeseessecsscesssssss oo 26
DVD-R Protection Toolkit (Rimage EAIt)on.............eeoreeseeseesceeseeeseene 29
: Sending a Job to Rimage ProduCtiONEBEIV. ... 30



TrusCont DVD-R Protection Toolkit V1.3 — User’s Mah

1. Introduction

Thank you for using TrusCont security solutionsusiCont products are specifically
designed for secure distribution and delivery gjfitdi contents.

TrusCont DVD-R Protection Toolkit is aneasy to use software for recording and
protecting files usingrusCont Enhanced DVD-R media Prior to starting the recording
process, the software enables the user to selechvites to protect. The selected files are
linked to the unique elements of tepecific Enhanced DVD-R disc being recorded. As a
result the files selected for protection will bexd¢tional only when the original DVD-R on

which they are recorded is present in a local DVibedof the end user's computer.

TrusCont Enhanced DVD-R discs contain built in sgguenhancements such as copy
protection and serialization. Each Enhanced DVD4iBc dnanufactured worldwide is
unique. Both the software and the enhanced medideaised on any standard computer
and DVD recorder.

1.1 Key Features

e 4.7GB of storage capacity
e Compatible with standard DVD recorders and players
e Supports protection of program files and PDF doaushe

e High volume productions using Rimage systems (Rartagjtion)

1.2 Terms and Definitions

e TrusCont Enhanced DVD-R— A DVD-R disc containing TrusCont proprietary

information that makes the disc copy protectablthdhced DVD-R media are
available worldwide — contact TrusCont support ita fthe nearest TrusCont

representative to your location.

e TrusCont DVD-R Protection Toolkit ("Toolkit") — TrusCont software utility

for recording and publishing content using TrusGémnhanced DVD-R discs.

e Project — A Project defines the information concerningacific title such as its
name, source files and the files to be protectdulclwis required by the Toolkit
in order to apply copy protection to the specifitetand record it to Enhanced
DVD-R discs.
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2. Installing TrusCont DVD-R Protection Toolkit

2.1 System Requirements

Before starting the installation process, pleas&emsure your system meets the

following minimum system requirements:

=  Pentium Il or higher CPU

= 7Mb of free Hard Disk space

= 10Gb of free Hard Disk space for temporary filesmyithe production process
= 512 MB of system memory (RAM)

* Internet connection

= Internet Explorer 6.0 or later

= Nero Burning Rom version 6.X or later, excluding rsten 6.6.1.4

(http://www.nero.com

= Adobe Acrobat / Acrobat reader is required to vigig user manual
=  Supported OS: Windows 2000 (with Service Pack 4), Windows XP,
Windows XP x64, Windows Vista, Vista x64

2.2 Starting the installation

TrusCont DVD-R Protection Toolkit installation page consists of a single
installation file, which is available for downloadee of charge from TrusCont

website http://www.truscont.com To start the installation process, save the

installation file to your local Hard Disk and doabtlick it. Follow the on-screen

instruction to complete the installation.

2.3 Starting TrusCont DVD-R Protection Toolkit

To start the Toolkit you must be logged on usingaecount with local administrator

privileges. The installation process will automalig create shortcuts to the Toolkit
on your desktop and in the programs menu undet Stdrogram Files -> TrusCont

-> DVD-R Protection Toolkit. Click one of the shauts to start the program.
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3. Using TrusCont DVD-R Protection Toolkit

3.1 Overview

The DVD-R Protection Toolkit assists you in protegt and publishing your
valuable content on TrusCont Enhanced DVD-R mesiiagjjust a few simple steps:

e Creating a Project— The first step is creating a "project”, whictides your

publication to the Toolkit — the files you wish publish, which files to
protect, etc.

e Saving a Project for Future Use— After creating a project you can save it

for future productions. This allows you to startresume production of the
same project at a later stage without repeatingtbation process.

e Starting Duplication — Start recording your new project (or a savedeatd
to TrusCont Enhanced DVD-R discs.

e Creating & Recording an Image— Creating an image is another method for

saving a project for future production. Recordimgni an image provides
better performance than recording from a savedeptdjut once created it

cannot be changed.

3.2 Creating a New Project

3.2.1 Preparing Your Content

To ensure proper creation of your project, pleagarize your content using the
following guidelines:

Verify the functionality of your title— The protection process doesn't

change the functionality of your files in any waferify that your title
works as planned before using the Toolkit.

Organize your files on your local computerUsing files stored on

removable drives is blocked in order to avoid pté&nnterruptions of
the project creation process due to potential cctnvity failures.

Make sure your files are not being used/lake sure your project files

are not open in any other software and remain urgdtdh through the
project creation process.

Do not use files that are already protecteHiles recorded on Enhanced

DVD-R discs may already be protected. It is notsgas to reapply the
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copy protection on files that are already protecfddiays use the source

files located on your computer.

3.2.2 Starting a New Project

Open TrusCont DVD-R Protection Toolkit and follolete simple instructions:

A. Wait for the welcome page to appear then click next

B. On the 'Select Task' page select 'Create a Newedrdjen click next.

[ U TrusCont Protection Toelkit - Select task =S =)
. g TrusCont
S L DVD-R Protection Toolkit Version 1.5

Select task

@ iCreate a New Project

A project defines the properties of the content you wish to publish, such as your source files, which files to protect and the volume
label. Projects can also be saved to your local hard drive for additional future productions or exported to a disk image.

o Modify Existing Project

Select this option to add/remove files, modify project properties or create a protected disc image.

O Burn Existing Project
Select this task if you wish to start production of an existing project.

o Burn Image
Select this option to burn a disc for the protected image.

Options I < Back H MNext = ]I Cancel ]I

Help

Figure 1: Select task Page

C. The 'Edit Project’ page will appear. Proceed torteet sectionfEditing a

Project,to add files and folders to your project.

3.2.3 Editing a Project

The 'Edit Project' page has two main panels. Thepbmel is a tree view of all

the files and folders on your project. These ae fites and folders that will

eventually be recorded to the Enhanced DVD-R diBhs.right panel contains a

table that lists only the files of your project msponding to the supported file

types. These are the files on your project thathmprotected. The columns of
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the table specify the copy protection options facteindividual file that can be

protected. Use the instructions in the followindpsections to edit your project

then click next to proceed.

1 TrusCont Protection Toolkit - Edit project — a =)
ww g TrusCont
~.#®  DVD-R Protection Toolkit Yersien 1.3

Edit project

List of files and folders in project:

Select files to protect:

= 21 samples
[=ReEy-Td
[ DVDR Tookit.exe

Trus
TSFD_Protection_Toolkit.pdf
[ autorun.inf

3 ouDRTeskt Rimage.cxe \Samples\EXE\TSFD Toolkit.exe No No No - - No limit Yes
1 7570 Tokitene \Samples\PDF\DVDR Protection_Too... No No Mo No No No limit Yes
= 3 roF \Samples\PDF\Getting Started with T... No No No No No Mo limit Yes
DVDR_Pratection_Toolkit.df \Samples\PDF\Getting Started with T... No No No No No Na limit Yes
Getting Started with TrusCont DVD-R copy protection | \Samples\PDF\Getting Started with T... No No Mo No No No limit Yes
Getting Started \Samples\PDF\TSFD_Protection_Tool... No No No No No No limit Yes

File
Fdmm \Samples\EXE\DVDR Toolkit.exe

Password  Background checks  Terminateoncject  Copy &Paste  Print Expiration date Allow copy

\Samples\EXE\DVDRToolkit Rimage.... No

Mo limit

Yes

»

200ME  400MB  600ME  S00MB

1000MB 1200MB 1400ME 1600MB 1S00ME 2000MB 2200MB 2400MB 2600MB 2800ME 3000ME 3200MB 3400MB 3600ME 3800ME 4000ME 4200MB 4400MB 4600ME 4800ME  5000M]

add Folder | [ Add Folder Contents | [ Add Fies

[ Protection Options ] [ Protect All ] [ Clear Selection ]

[ <pack [ mext> | [ caneel | [ Hep |

3.23.1

Figure 2: Edit Project Page

Adding Files and Folders

There are three methods for adding files and felder your project
Adding a folder, adding a folder contents and agdites. Each can be
achieved by clicking the corresponding button athlibttom of the page (see
figure 2).

Add Folder — Use this button to add an entire folder, inahgdall its files
and sub-folders to your project. The 'Add Fold@alaly box will appear. The
folder will be added under the folder that is seddoon the left panel. If you
wish to add the folder to the root of your projesglect the disc icon.

Otherwise select the sub-folder under which yolthwaisadd another folder.

Add Folder Contents— Use this button to add an entire folder conteriie

contents of the folder that you select will be atideder the folder that is

selected on the left panel, but the folder itself mot be created.
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._Bro\;'se For Folder -

TrusCont Protection Toalkit

PR Desktop

> E peter

= Public
> 1M Computer
£ Metwork

Control Panel
£ Recycle Bin
.| images

’ Make Mew Folder ]

Figure 3: Add Folder Dialog

Add Files — Use this button to add files to a folder witlywur project. The
'‘Add Files' dialog will appear. Select the filesuywish to add and click

'‘Open'. The files you select will be added underftiider which is selected
on the left panel.

Lookin: Ml Computer - @ = m-

T= Mame Type = Total Size Free Space
el Hard Disk Drives (2)

Recent PI
Seent Hlaces Local Disk (C3)

L e —
- %’ 51.4 GB free of 97.6 GB

Mew Volume (D:)
- - H
r W 163 GEB free of 200 GB

peter Devices with Removable Storage (4)

L,v“ $ Floppy Disk Drive (A:)
Computer

m DVD RW Drive (E:)
d

Network File name:

Files of type: [NI files
[T Open as read-only

Figure 4: Add Files Dialog

3.2.3.2 Removing Files and Folders

To remove files or folders from your project, s¢ldwe file or folder you
wish to remove and then click the 'Remove’ butdwu can also right-click
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3.2.3.3

3.234

3.2.3.5

any file or folder on the left or right panels aolitk 'Remove' from the

popup menu.

Marking Files for Protection

While the left panel of the 'Edit Project’ pagedliall the files and folders of
your project, the right panel lists only the filgpes which can be protected
using the Toolkit. When the root folder on the Igéinel (the disc icon) is
selected, the right panel lists all the protectditds of your project. When a
sub-folder is selected, the right panel lists dhlg protectable files within
the selected folder and the sub-folders under it.

On the right panel, check the boxes next to tles fihat you wish to protect.
Once recorded to the Enhanced DVD-R disc these fil#l be functional
only if the specific DVD-R disc on which they aexorded is present in one
of the local DVD drives of the end user's compuidre rest of the files will
remain unprotected and the customer will be ablfry and use them from
his local Hard Drive even if the specific DVD-R dis not present in one of
the local DVD drives of his computer.

To select all files listed on the right panel, klihe 'Protect All' button. To
clear all selections click the 'Clear Selectioritdiu

Protecting Digitally Signed Program Files

Some files may be digitally signed. Digital sigrmasi are often used on
program files for various purposes such as vahdgine file's content. When
applying copy protection to program files, the dilare changed. If the files
are digitally signed, then digital signature canloager be used in order to
validate the file. The functionality of the file it affected. However, some
operating systems, such as Windows Vista and Wisd&® may require

end users for confirmation of running the protedites.

Customizing Copy Protection Options for Individual Program Files

It is also possible to customize the copy protectiehavior for individual
files. To customize the copy protection behavioradpecific program file
double click the specific file from the right panel right-click the file and

select 'Option’ from the pop-up menu.

10
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Protection box title

Whenever a user tries to run a protected file withthe original disc
present, the protection system displays a messagedntaining a standard
error message. This field allows you to customize title text of this

message box.

Protection box text

This field allows you to change the text of the sage that will be displayed
whenever a user tries to run the protected filehout the original disc

present in his computer.

Allow execution from another media

This option is enabled by default. It allows thel @iser to copy the protected
files to his local Hard Drive or any other media feerformance or other
purposes. However, the original disc must be ptesemne of the local

DVD drives in order to run the file. If this optias turned off, the user can

run the protected file only directly from the ongi disc.

Background Checks

This option is disabled by default. If enabled, ttupy protection system
will perform periodic security checks as long as gnotected file is running
in the computer memory. In case the original dssejected from the local
DVD drive, the copy protection system will suspehé operation of the
protected file and display a warning message askiagiser to re-insert the

original disc back in the DVD drive.

Terminate on Eject

This option is disabled by default. It works in an#ar way to the
background checks. However, this option causegtbtected program to

terminate immediately in case the disc is ejectenhfthe DVD drive.

11
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Password

You can also protect your files by using a passwadiast type in the
password you wish to apply to your file. Wheneveread user will try to
run the protected file, the copy protection systeith display a dialog box
asking for the password.

Important Note: The password cannot start or end with space cleasac

Spaces at the beginning or/and end of the passwmedautomatically
truncated.

Expiration date

Check this option to apply a time limit on youeBl Select the date in which
your files will expire. After the specified date wofiles will no longer be
usable. Trying to run the protected file after specified date will display a
message indicating the application has expired.

r 3
Protection Options: DVDR Toolkit.exe IéJ

—

@ Software Protection Options

In caze the disc is not original the following MessageBox will be displayed:

Protection box title:  Application Error

Protection box text: please insert the original DVD-R. disk and try again!

Copy Protection Features

Allow execution from another media
If checked, a copy of the protected file is allowed to run from other media as long as the original

disc is present in one of the local DVD drives. Otherwise, the protected file can be launched only
from the original disc.

[ Background chedks
If chedked, the protection will perform periodic checks of the disc during the software run. If the
original disc is removed from the system, the protection will try to suspend the protected application
and display a warning message.

|:| Terminate on eject
If checked, the protection will perform periodic checks of the disc during the software run. If the
original disc is removed from the system, the protection will terminate the protected application.

[ Password

The protected application will ask end users for the password each time the application is launched.
If thig field iz empty the protected application will not ask for a password.

[T Expiration date 5/ 1/2008

[ QK ] I Cancel J

Figure 5: Copy Protection Options for Individual Program Files

12
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3.2.3.6 Customizing Copy Protection Options for Individual PDF Files

For PDF Documents the Toolkit provides several comtection options in
addition to the copy protection options for prograiites that are
configurable also for PDF documents.

Important notes:

= The Toolkit preserves the original PDF file's sé@guattributes. For
example, if the original unprotected PDF file hdee tprinting
attribute disabled, then the protected PDF fild aigo have printing
disabled, even if you specifically allow printing the protection
options.

= The PDF files are converted to EXE files during fhmtection
process. If your project already contains an EX& \ith the same
name of your PDF file, and the two files are lodatethin the same
folder, this conversion cannot be performed an@mor message is

displayed.

Enable Copy & Paste

This option is disabled by default. If enabledillows end users to copy and

paste text and images from the protected docuntemiher applications.

Allow Printing

This option is disabled by default. If enabledlibws end users to print the

protected documents.

13
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Protection Options: DVDR_Protecticn_Toolkit.pdf @

I|] —

L Documents Protection Options

In case the disc is not original the following MessageBox will be displayed:

Protection box tile:  Application Error

Protection box text:  please insert the original DVD-R disk and try again!

Copy Protection Features
Allow copy to another media

If checked, a copy of the protected file is allowed to run from other media as long as the original disc
is present in one of the local DVD drives. Otherwise, the protected file can be launched only from
the original disc.

|| Background chedks

If checked, the protection will perform periodic checks of the disc during the software run. If the
original disc is removed from the system, the protection will try to suspend the protected application
and display a warning mezsage.

|:| Terminate on eject

If checked, the protection will perform periodic checks of the disc during the software run. If the
original disc is removed from the system, the protection will terminate the protected application.

[ rassword

The protected application will ask end users for the password each time the application is launched.
If this field is empty the protected application will not ask for a password.

[CIExpiration date 5/ 1/2008
["]Enable Copy & Paste

Enable end users to perform copy paste operations from protected documents to other applications
[ Allow printing

Allow end users to print protected documents.

* Please note that TrusCont PDF protection inherits Acrobat's internal attributes. Therefore the
restrictions set on PDF  files will indude the original Adobe PDF restrictions in addition to the
restrictions spedfied on this page.

Lo I

Cancel ]

Figure 6: Copy Protection Options for Individual PDF Documents

3.2.3.7 Customizing Copy Protection Options for Multiple Files

To set copy protection options for multiple filesick the protection options

button then select the file type for which you wighset the protection

options. The Toolkit will apply the protection omtis to all the files of the

type you have selected and are marked for protectio

I k

0OME  3300ME  3600ME 53S500ME  4200ME  4500ME  4800MB

tection Optime 1|
Program Files

Fieodnet All I [ glear Selection

PDF Documents

< Back Help

4

Figure 7: Setting Protection Options for Multiple Files

14
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3.2.3.8 Clearing a Project

3.2.4

To clear your project, right click the disc icon thre left panel and select
‘Clear Project’ from the popup menu. Selecting tgson will remove all
the files and folders from your project and cldwse list of files to protect on
the right panel.

Naming a Project

Once you have finished editing you project, clieknto proceed to the 'Volume

Information’ page.

[ 0 TrusCont

Protection Too kit - S Vol e

—

=
||

~ g TrusCont
L DVD-R Protection Toolkit Versione 1.3

Volume information

Volume label:  TrusCont|

Volume information:

3 files wil be protected: -

File: \Samples\EXE\DVDR Toolkit.exe

Protection module: tcp_exe_dvd-mr

<Options =

Message box title: Application Error

Message box text: Flease insert the original DVD-R disk and try again!
Passward protected: no

Allow copy from media: yes

On eject original media: no action

< Options =

File: \Samples\EXE'\DVDRToolkit Rimage. exe

Protection module: tcp_exe_dvd-mr

<Options =

Message box title: Application Error

Message box text: Please insert the original DVD-R disk and try again!

Password protected: no -

m

’ < Back ][ Mext = ]’ Cancel ][ Help

Figure 8: Volume Information Page

The 'Volume Information' page allows you to chatige'Volume Label' (media
title). The volume label is the caption that is aljudisplayed next to the drive
letter in windows explorer and 'My Computer'. Thilps you or your users to
easily locate your TSFD among your other drivesee Volume label is limited to

English characters and numbers.

15
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3.2.5 Saving & Duplicating Your Project

When you finish creating your project you can stadording it immediately
onto TrusCont Enhanced DVD-R discs by selecting'$tart Duplicating' task
(see figure 6). For additional instructions on degiing your project please refer
to the instructions in section 3.43pening Existing Projects for Duplication
You can also save your project for future use isecgou plan to record
additional DVD-R discs with the same content. Twesgour project, follow the
instructions below. Please note that the Toolkly @aves a file that describes
your project. Your project's files are not copiednf their original location and
it is essential that it will not be changed or mwkeyou wish to use the same

project in the future.

1. Select the 'Save Project’ option and click next.

[ q TrusCent Protection Toolkit - Select action SHIEN X ]
. g TrusCont
- gn DVD-R Protection Toolkit Venséon 1.3

Select action

- Start Duplicating
Select this option to start duplicating your project to TrusCont Enhanced DVD-R disks now.

Select this option to save your project for future use.

O Save & duplicate
Save your project for future use and then start duplicating.

- Export to a protected disc image

Export your project to protected disc image for future use. Duplicating using an image is much faster than duplicating directly from the
a project.

Options I < Back ” MNext = ]I Cancel ]I Help

Figure 9: Saving and Duplicating New Projects

2. The 'Save Project' page will appear.

16
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'U TrusCont Protection Toolkit - Save project E@g

!uﬁs. TrusCont
By DVD-R Protection Toolkit Yersion 1.3

Save project

Select the filename and folder for saving your project:

| Browse
"Click 'Next' to save the project.
|
Options MNext = Cancel ] [ Help ]
= ——

Figure 10: Save Project Page

3. Click the browse button to open the 'Save As' diaod select the folder
and filename under which your project will be saved

4. Click 'Save' on the 'Save as' dialog then clickxtNen the 'Save Project’
page.

Savein: [l Desktop - G _? = [~
T= Name} Size Date modified
vl o

Recent Places i peter

Public

H&f Computer
L !

;hl Metwork
] -

" : images
g | File Folder

Network

Computer

File name: |

Saveastpe: | TusCont DVD Protection Project{"idpx)

Figure 11: Save As Dialog

17
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3.2.6 Exporting Your Project to a Protected Disc Image

Exporting your project to a protected disc imagarisasy way to save your
project for future duplications. Your project isved in a single data file.
Duplicating using an image file provides betterfpenance than duplicating
from a project, but once created it cannot be ckdnGhanges can be
performed only by changing the saved project aed tireating a new image
file.

You can create an image file from a new projecsdlgcting the 'Export to a
Protected Disc Image' option at the end of thegatajreation process (see
figure 6). To create an image file from an existomgject, open the project (see
section 3.3 — modifying saved projects), make ckarnigrequired or just click
next to leave the project unchanged. At the enti®process select the 'Export
to a Protected Disc Image' option.

Important notes:

1. Current version of the Toolkit doesn't support sg\an image under
a localized filename. Make sure you use only Ehgtisaracters for
the image name and folder.

2. Images produced with version 1.3 of the Toolkitreatrbe recorded
using earlier versions of the Toolkit and TrusCadd-On for

Rimage version 1.1 or earlier.

3.3 Modifying Saved Projects

To modify an existing project follow these simphstructions:

A.

Run the Toolkit, wait for the welcome page to apgkan click 'Next'.

B. Select 'Modify Existing Project' and click 'Next'.
C.
D. Refer to section 3.2.3 Editing a Project— for additional instructions on editing

Click 'Browse’, select the project you wish to nipdnen click 'Next'.

your project.

3.4 Opening Existing Projects for Duplication

A.
B.

Run the Toolkit, wait for the welcome page to apgkan click 'Next'.

On the 'Select Task' page choose 'Burn ExistingeBtf@nd click 'Next'.

18
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C. The 'Open Project' page will appear. Click 'Broviseselect the project you wish
to duplicate.

D. Click 'Next' to move to the 'Select Target' page.

3.4.1 Selecting the Target DVD Recorder

The Toolkit automatically detects all DVD recordemsnnected to your host

computer. The detected devices are listed in tbp-down list box next to the
'Select Recorder' label. The Toolkit also indicatest type of disc inserted in
each recorder. This indication appears in bracketd to each recorder (see

figure 12). The following table lists the possibidications and their meanings:

Indication Meaning

No Disc No disc in drive

Drive contains a TrusCont compatible medium and is
TrusCont Enhanced DVD-R )
ready for recording

Disc is no empty The disc in the specified drive is already recorded

Incompatible DVD-R The disc in the specified drive is not a TrusCont

. The Toolkit is unable to detect the type of disc in the
Unknown Disc

specified drive.

Your recorder is not supported by the Nero version
Not supported installed on your computer. Try to upgrade to the

latest Nero version.

3.4.2 Setting Write Speed

Select the write speed in which you wish to recgodr discs. Please note that

the Toolkit allows you to select from the supportedte speeds of your
recorder. However, the actual recording speed nay depending on your

media and computer performance.
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[ q TrusCent Protection Toolkit - Select target = | E |
.« g TrusCont
Jyge DVD-R Protection Toolkit Yernsion 1.3

Select target

Please select the target DVD recorder.

The software has automatically detected the DVD recorders connected to this computer. The recorders detected are listed in the drop-down list
box below.

Select recorder: ’F: Optiarc DVD RW AD-71705 (TrusCont Enhanced DVD-R) '] | Refresh |

Write speed: [nuto - ]

Duplicate multiple discs

Check this option if you wish to burn maore than one disc

Options ’ < Back ” Next = ]’ Cancel ] [ Help

Figure 12: Select Target Page

3.4.3 Recording Multiple Discs
If you wish to record more than one disc in a snglocess, check the checkbox

with the label 'Duplicate multiple discs'. Aftercording each disc the Toolkit

will ask you to place a new blank TrusCont EnhanBa¢D-R to continue

recording the next disc or click cancel to stopdbplication process.

3.4.4 Starting the Duplication

Verify the volume label of your project and targetorder. Click 'Next' on the

confirmation page to start the duplication process.
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[0 TrusCont Protectionu'l'mlkit - Waming | (S -
.~ ¢ TrusCont
S L DVD-R Protection Toolkit Yersion 1.3

The software is now ready to record your content. Click 'Next' to start.

Details

Volume label: TrusCont

Drrive: F: Optiarc DVD RW AD-71705 ({TrusCont Enhanced DVD-R)

[ < Back ]| Next = |[ Cancel ][ Help

Figure 13: Confirmation Page

Wait for the recording process to finish. If yowosk to duplicate multiple discs,
at the end of the recording process the Toolkit pibmpt you to insert a new

blank Enhanced DVD-R disc to continue recordingrtegt disc.

During the recording process the Toolkit conneat$rusCont Licensing Server
and attempts to query a license for recording tke. dach license is used only
once for each disc. Make sure your computer is ecied to the Internet and

your Hardware License Key is connected to your aaemp
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'U TrusCont Protection_'l'mlkit - Duplication in Progress =HECH| X
.« g TrusCont
Syge DVD-R Protection Toolkit Yensiow 1.3

Please wait

Please wait while the software performs the duplication process.

Mote: Please make sure that your TrusCont Hardware Key is connected to your computer (if you have one) and Internet connection is available.

Drive: F: Optiarc DVD RW AD-71705 (TrusCont Enhanced DVD-R)

Current action: Creating directories

MNext = Cancel ] [ Help

Figure 14: DVD-R Recording Process

Please login to licensing system__ - @

Hardware Key not found. Please connect your Hardware Key and dick "Use key'.
Otherwise fill in your e-mail and password and dick 'Ok’

E-Mail:

Password:

t Ok | ’ Cancel ] ’ Use key

Figure 15: The Password Dialog

In case you do not have a Hardware License Key, Tibelkit displays a

username/password dialog. Enter your username ljeamal password of your
TrusCont account. If you do not have a Hardwaremhse Key or an account on
the TrusCont Licensing Server, please contact ToosGupport to get a

Hardware License Key and create an account.
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3.5 Using the Toolkit's Project File Association

Installing the Toolkit on your computer also asates the TrusCont DVD

Protection file types with the Toolkit. This allowsu to open a saved project or a
protected gold master image by simply double-dtigkit. In case of a saved project,
the Toolkit will be launched, open your project akib directly to the 'Edit Project’
page allowing you to modify it before proceedinghnihe duplication process. In
case you double click an image the Toolkit will@uaatically open it for duplication

and skip directly to the 'Select Target' page.
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4. Troubleshooting & Known Issues

A. Symptom

On the 'Edit Project' page, some files on the rgdrtel appear with a “lock” icon and

cannot be marked for protection:

[ & TrusCont Protection Toolkit - Edit Praject T a = | B |t
.« g TrusCont
=
e DVD-R Protection Toolkit Yersion 1.3
Edit project
List of files and folders in project: Select files to protect:
© File Password Bac
B3 autorun.exe [C] & ‘autorun.exe I
4 1 k
S00MEB 1000ME 1500ME 2000ME 2500ME 3000ME 3500ME A000ME 4500ME SO00N
Add Folder ] [ Add Folder Contents ] | Add Files | ’ Remaove ] [ Protection Options ] [ Protect Al ] [ Clear Selection ]
Opt ’ < Back ” MNext = ] ’ Cancel ] [ Help ]

Figure 16: Previously Protected Files Indication

Resolution

The files that appear with a “lock” icon are fildsat have been protected in a previous

operation. The copy protection cannot be reappie@lready protected files. Remove

these files from your project and use the origimgdrotected copies of the files.

B. Symptom
On the 'Edit Project' page, some files

on the ryggmel appear with a 'No-Entry' sign

icon and cannot be marked for protection:
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Resolution
The files that appear with a 'No-Entry' sign icoe aot supported by the current version

of the Toolkit. The current version supports pratecof 32 bit executable files only. If
the files that appear in red are 32 bit executalther it may have non-standard

structures.
[ 'U TrusCent Protection Toolkit - Edit project : ,I a - ’ @M

2« g TrusCont
o L DVD-R Protection Toolkit Yension 1.3

Edit project

List of files and folders in project: Select files to protect:
\ File Password Bac
(0 Exe fles [C& \Exe files\bad.exe
L] file.dat
Lj readme. bt I

4 | 1 | + I
| SOOIMB 100'4'}1\.'13 1 iO‘Bl\'IB 20'01'}1\.'13 2 30‘51\{5 30'0451\.{5 3 30‘51\{3 IWD'&MB 430051\{3 500151‘1
[Add Folder ] [ Add Folder Contents ] ’ Add Files ] ’Remove ] [ Protection Options ] [ Protect Al ] [ Clear Selection ]
Options ’ < Back ][ MNext = ] ’ Cancel ] [ Help ]

|

Figure 17: Unsupported Files Indication

C. Symptom
On the 'Edit Project’ page, when clicking the 'Sehdl' button, the following message

appears:
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.
TrusCont Protection Toolkit _ Iﬁ

0 The following files cannot be protected:

File too small <D:\Test\Exe files'bad.exe>

Figure 18: Unsupported Files Notification

Resolution

This message appears when you click the 'Seletbiétion and your project contains
some executable files that cannot be protected.nié®sage notifies you that some of
the files you may wish to protect couldn't be pcted.

Some files are not built strictly according to fRE file format specification (windows
program files format). Some deviations from thec#pzation may prevent the Toolkit
from applying the copy protection on such filesubly the Toolkit can detect such
deviations and prevent you from marking such fitegprotection.

Please note that in rare occasions Toolkit may @meo such deviations only when
actually trying to apply the copy protection (degieig on the actual deviation). In this
case you may encounter the above message justlstésting the duplication process.
If the problematic file(s) are not critical to pect, retry the process without protecting
these files. Otherwise, please contact TrusCom@tipor additional assistance.

D. Symptom
When opening a saved project one of the followimgranessages appear:

a) Failed to open project. The file <filename> wasraded.
b) Cannot open the file <filename>. The system coutd find the file

specified.

Resolution
When opening a saved project the Toolkit verifies existence and integrity of the
project's files. The above error messages inditaa¢ at least one file was either

changed or removed since the project was last sdvad recommended that you
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reorganize your project's files, test their funcéibity and recreate your project using the
Toolkit.

E. Symptom
When selecting a file to protect in the 'ProjecitHaage the following error message

appears:

"Failed to protect the file <filename>. Error: d&section too small.”

Resolution

Applying the copy protection on a program file itxas in injecting the copy protection
software code to the program file. If the file'sta@re code is too small this operation
cannot be performed. Please note that even thdwagfile may be very large, it may
contain large resources such as graphics andthexgctual files size is usually not an
indication to the file's software code size. If gpecific file is critical to protect, please

contact TrusCont support for further assistance.

F. Symptom
When starting the duplication process the followergor message appears: "Failed to

guery a license"

Resolution

TrusCont DVD-R Protection Toolkit requires a licenfor recording each Enhanced
DVD-R. During the recording process the Toolkitkedor your Hardware License Key

or asks you for a username and password. The Tabkn tries to connect to your

account on the TrusCont Licensing Server and rkedrie license. Make sure your

Hardware License Key is connected properly or yloat are using the correct username
and password. Make sure your computer is connecidtie Internet and you have

enough licenses left in your account.

G. Symptom
DVD-R Protection Toolkit halts if SanDisk U3 comité¢ devices are connected to the

host computer during production.
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Resolution

TrusCont DVD-R Protection Toolkit uses Ahead Nemaridng Rom recording engine
which conflicts with SanDisk U3 compatible deviceRlease disconnect any U3
compatible USB devices from your host computer teefstarting TrusCont DVD-R

Protection Toolkit.
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Appendix A — High Volume Productions Using
Rimage

In addition to the standard version of the DVD-PtBction Toolkit, TrusCont also

provides a Rimage Edition of the software. The Rjen&dition allows the user to send
the project to a Rimage Productions Server instdagcording the project on a local
drive.

Important notein order to send jobs to a Rimage Production $epael need to install

the TrusCont Add-on for Rimage on the specific Rjmaserver. Please refer to

TrusCont website or contact TrusCont support ireptd get your copy of the Add-on.

=

TrusCont Protection Toolkit - Welcom:

TrusCont

TrusCont sty

DVD-R Protection Toolkit (Rimage Edition)

Vendéone 1.3

L Yertion 1.3

DVD-R Protection Toolkit (Rimage Edition)

Thank you for using TrusCont Enhanced DVD-R Media.

TrusCont Enhanced DVDR is
This DVD-R Protection Toolkit

rdable DVD that contains built-in copy protection and other security enhancement.
uide you step by step through the process you wish perform:

Click 'Next' to proceed.

For Use with Rimage Producer Suite version 8.x

For version 7.x support please refer to TrusCont website and
download TrusCont DVD-R Protection Toolkit for Rimage
Producer Suite version 7.x

Welcome

Thank you for using TrusCont Enhanced DVDR Media.

TrusCont Enhanced DVD-R is a recordable DVD that contains built-in copy protection and other security enhancement.
This DVD-R Protection Toolkit wil guide you step by step through the process you wish performs

Cick Next' to proceed.

For Use with Rimage Producer Suite version 7.x

For version 8.x support please refer to TrusCont website and
dovwnload TrusCont DVD-R Protection Toolkit for Rimage
Producer Suite version 8.x

gk | Next> ) [ concel | [_teb ] [ options | <geck [ pexts | [ Cancel Help

Figure 19: DVD-R Protection Toolkit (Rimage Edition)

TrusCont provides 2 installation files of the Rimagdition. One for Rimage Producer
Suite version 7.x and one for version 8.x. Makestau install the correct Toolkit. It is
not possible to send jobs to Rimage Productioneéeargrsion 7.x using the Toolkit for
Rimage Producer Suite 8.x and vice versa. To fuidwdich version of the Toolkit you
have, just run the Toolkit. The Rimage ProduceteStar which it is built appears on

the welcome page.

To send the job to a Rimage Production Serverspléalow these simple instructions:
1. Create a project using the instructions on thisudzent.

2. On the 'Select Target' page select the 'Send tagerRroduction Server'

3. Type the network identification name of your Rimageduction Server in the

'Server' field.
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Note for Windows 2000 usersComputer names in Windows 2000 are limited to

15 characters.

¥ TrusCont Protection Toolkit - Select targe

TrusCont
DVD-R Protection Toolkit (Rimage Edition) Version 1.3

Select target

Flease select a recording device

(@ Send to Rimage Production Server

Server: RIMAGEL Port: 2506

Quantity: 100 Job priority:

() Use a local DVD-R Recorder

[ < Back ][ Mext = J[ Cancel ][ Help

Figure 20 : Sending a Job to Rimage Production Seev

4. If you are using a non default network port for eoamicating with your Rimage
Production Server specify the port number in the field. The default port number
on Rimage 7.x systems is 2506. The default portbarmon Rimage 8.x systems is
4664.

5. Specify the number of copies you wish to produce @ job priority then click
‘Next' to send the job to the Rimage Productioiv&er

6. The Toolkit will display the status and progressyofir job until it is completed.
You may close the Toolkit if needed. The job wilintinue to be processed by the

Production Server.
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Multi Media Replication

web: www.replication.com
email: info@replication.com
tel:  +44 (0) 1264 336 330
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